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USER SELECTS AN ENTRY OF 
INTEREST FROM PUBLIC DATABASE 
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USER CHECKS THAT fag,- IS A PROPER 
SCHNORR SIGNATURE ON (c 1/f c 2/ , ctesc,) 
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USER "PEELS OFF" THE PORTION (ofesc,-, fag,) FROM 
THE SIGNED ELGAMAL CIPHERTEXT (c 1/f c 2/) desCj, fag,) 
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USER BLINDS 0,,-AND SUBMITS RESULTING BLINDED 
a,/ TO PAYMENT SERVER WITH PAYMENT FOR m-, 
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PAYMENT SERVER RECORDS PURCHASE, DECRYPTS 
c,/ TO OBTAIN k{, AND SENDS k{ TO USER 
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USER UNBLINDS 
k{ TO OBTAIN kj 
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USER DECRYPTS c 2/ 
USING KEY kj TO OBTAIN m, 
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